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Abstract of the contribution: 1, resolving ENs in key issue #1.15 Termination point of UP security. 2, providing more details in the key issue after it became an independent key issue.
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[bookmark: OLE_LINK134][bookmark: OLE_LINK135][bookmark: OLE_LINK136]This contribution aims to resolve the ENs in key issue #1.15 Termination point of UP security, and to add more detail description after it became an independent key issue.
From security point of view, it is better if the user plane protection terminates deeper in the network rather than closer to the edge of the network. For example, there is less impact from compromised edge node when the user plane protection does not terminate in that node, compared to when the user plane protection terminates in that node.
In current SA2, UP protocol terminates at UP GW (reference to TR 23799 solution 4.9-4.14). For security it’s quite reasonable to put UP-traffic protection termination point at the same point where the UP-traffic itself is terminated.
The second requirement means the operator could determine the user plane protection termination point according to different service types.
Also the last two security requirements are already agreed in the last meeting for the original key issue, for this new key issue, these are clear.
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[bookmark: _Toc463866448]5.1.3.15	Key issue #1.15: Termination point of UP security
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In Next Generation network different termination points for User Plane traffic should be supported, (i.e. the gateway where the User Plane is terminated may be located, for example, in the CN rather than in the AN, depending on the scenario). Therefore, it also needs to be studied whether the user plane integrity protection and confidentiality  protection mechanism may be located in different places in order to provide appropriate security for all scenarios. 
From security point of view, it is better if the user plane protection terminates deeper in the network rather than closer to the edge of the network. This was the reason why termination point was moved from the base station to the radio network controller when GSM was replaced by 3G. For LTE the termination point was moved back to the base station but this was done because of other reasons than security. In addition, this is an  advantage that does not require the NG-UE to continuously negotiates new UP security protection keys whenever moving from one gNB to another.
In the Next Generation network, different termination points for user plane are supported, (e.g., the gateway where the user plane is terminated). From TR 23.799, it appears that there will be multiple UP gateways located in different places depending on the service scenarios and requirements. Therefore, UP user plane security protection architecture could be implemented by locating the user plane security termination point gateway in these different locations.
Two concerns on user plane protection from heterogeneous access and IT-Driven network architecture are listed as following:
-	Heterogeneous access. The heterogeneous access networks in NextGen may include 3GPP and non-3GPP accesses, and the number of the access points (e.g. base stations, APs etc) could be quite large. Furthermore, there could be many independent parties that control parts of the heterogeneous access network. All this increases the risk of having a vulnerable and/or compromised node in the network.  ThereforeAs a mitigation for this increased risk, user plane protection between UE and User Plane Gateway could reduce the security riskcomplexity caused by multiple access technologies and massive number of potentially vulnerable access nodes.
Note: According to TR23.799, the IPsec tunnel for untrusted non-3GPP access terminates at N3WIF.
-	IT-Driven Network Architecture. The next generation system is expected to support deployments in virtualized environments. So the network nodes would be virtualized, and that could lead to re-evaluation of security attacks based on the NFV (Network Function Virtualization). Therefore, UP protection between UE and User Plane Gateway for the user plane would imply avoidminimizing the security impact from the network virtualization to UP data security. If we assume that the UP protection is terminated somewhere in the network then at least one node in the network would be a terminating point. (Possibly there are several termination points if hop-by-hop protection is applied.) It is possible that all nodes in the network are virtualized, including the UP Gateway itself. Then the UP protection termination point is affected by the virtualization but still number of virtualized nodes that have an impact on the UP protection is limited to its minimal value, i.e. to a single node.   
Editor's Note: It needs to be clarified why the UP gateway could not be virtualized as well, and the impact to security if it is virtualised.
Editor’s Note: The LI of UP security termination point in home network is ffs.
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[bookmark: _Toc463866451]5.1.3.15.3	Potential security requirements
-	Flexible UP-traffic protection shall be capable to support the flexible UP-traffic termination for different services with different security termination points. 
Editor's Note: The following requirement needs more explanation, e.g. it is not clear if there will be a UP gateway in RAN and what is its relation to gNB.   
-	UP-traffic protection termination point should be the same point where the UP-traffic itself is terminated. Typically this point would be the UP gateway.

-	The selection of the different security termination points shall be under network control., which can be located in CN or AN
-	The selection of the different security termination points shall be under network control.
Flexible UP-traffic protection shall support the scenario where different network slicesings can use different UP-traffic protection mechanisms. 
-	Flexible UP-traffic protection shall support the scenario where heterogeneous access technologies can use different UP-traffic protection mechanisms.
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